NPS CISR Course of Study for Scholarship for Service Students

	1st
Quarter

(Fall/Spring)


	CS 3902 (4-2)

Programming Paradigms


	CS 3502 (4-2)

Computer Comms and Networks


	CS 3650 (6-0)

Algorithms and Automata


	CS 3600 (4-2)

Information Assurance:

Introduction to Computer Security
	CS 4900 (0-2)

Technology, Innovation and Leadership I

	2nd
Quarter

(Winter/Summer)


	CS 3310 (4-1)

Artificial

Intelligence
	CS 3690 (4-2)

Network Security
	CS 3204 (3-2)

Human-Computer Interaction


	CS 3675 (3-2)

Network Vulnerability Assessment
	CS 4901 (0-2)

Technology, Innovation and Leadership II



	3rd 

Quarter

(Spring/Fall)


	CS 3670 (3-2)

Information Assurance: Management of Security Systems
	CS 3320 (3-1)

Database Systems
	CS 4600 (3-2)

Secure Systems
	CS 4677 (3-2) 

Computer Forensics
	

	4th
Quarter

(Summer/Winter)


	CS 0810

Thesis
	SW 3460 (3-1)

Software Methodology
	MV 3202 (3-2)

Computer Graphics Programming
	CS 4605 (3-1)

Security Policies,

Models and

Formal Methods
	

	5th 

Quarter

(Fall/Spring)


	CS 0810

Thesis
	CS 4603 (3-1)

Database Security
	Track Elective
	CS 4680 (3-0)

Intro to C&A and

CS 4685 (0-2)

Case Studies


	

	6th
Quarter

(Winter/Summer)


	CS 0810

Thesis
	CS 0810

Thesis
	OS 3307 (4-1)

Modeling Practices for Computing
	CS 4614 (3-1)

Advanced Topics in

Computer Security
	


1st Quarter (Fall)

CS3902  PROGRAMMING PARADIGMS ( 4 – 2 ).
This is the third course in the programming practice sequence. Based on the knowledge of Java, this course introduces students to other programming paradigms. Many concepts are illustrated using C++ and Ada. Functional programming using Lisp and Haskell and logic programming using Prolog are also introduced in the course. PREREQUISITES: CS 3901 or equivalent intermediate programming experience and knowledge of data structures.

CS3502 COMPUTER COMMUNICATIONS AND NETWORKS ( 4 – 2 ).

An introduction to the structure and architecture of computer networks. The physical, data link and network layers of the ISO model are covered, as well as some aspects of the higher layers. Several important communication protocols are studied, including the currently used models for their specifications and analysis. Local Area Networks, such as Ethernet and Token Ring, are also covered. Term papers and/or a project are an important aspect of this course. PREREQUISITES: CS3200 and CS3010 and a basic course in probability.
CS3650  ALGORITHMS AND AUTOMATA ( 6 – 0 ).

This course focuses on the design and analysis of efficient algorithms. Techniques for analyzing algorithms in order to measure their efficiency are presented. Control structure abstractions, such as divide and conquer, greedy, dynamic programming, backtrack (branch and bound), and local search methods are studied. The theory of NP-completeness is presented along with current approaches to NP-hard problems. It also covers the Chomsky hierarchy of Formal Languages (regular sets, context-free languages, context-sensitive languages, and recursively enumerable languages) and the types of grammars and automata associated with each class in the hierarchy. Emphasis is placed on the major results of the theory as they apply to language and compiler design. In addition, the major results involving the concept of undecidability are covered. PREREQUISITES: MA3025, CS3901, MA3030 or equivalent.

CS3600  INFORMATION ASSURANCE: INTRODUCTION TO COMPUTER SECURITY ( 4 – 2 ). 

This course is concerned with fundamental principles of computer and communications security and information assurance. It covers privacy concerns, notions of threats, vulnerabilities and risks in systems, malicious software, data secrecy and integrity issues, network security management, as well as DoD security policy and certification and accreditation of systems against security standards. Security mechanisms introduced will include access mediation, cryptography, authentication protocols, intrusion detection systems, multilevel secure systems, and public key infrastructures. Students will be introduced to a broad range of security concerns including both environmental as well as computational security. 
Laboratory facilities will be used to introduce students to a variety of security-related technologies including, discretionary access controls, mandatory access controls in both low and high assurance systems, identification and authentication protocols and database technology in trusted systems. PREREQUISITES: Either CS3010 or CS3030 or the consent of the instructor. 

CS4900  TECHNOLOGY, INNOVATION AND LEADERSHIP I ( 0 – 2 ).

This course supports the mission of teaching officers to be innovators and effective technical leaders. Topics include: basis in language-action philosophy, interpretations of innovation, interpretations of competence, the skills and practices of listening, practices of effective coordination, practices of effective project management and teamwork, dynamics of value production. Includes reading, practices, and a project.
 2nd Quarter (Winter) 

CS3310  ARTIFICIAL INTELLIGENCE ( 4 – 1 ). 

Survey of topics and methods of Artificial Intelligence. Methods include rule-based systems, heuristic search and exploitation of natural constraints, means-ends analysis, semantic networks, and frames. Emphasis is placed on solving problems that seem to require intelligence rather than attempting to simulate or study natural intelligence. Projects to illustrate basic concepts are assigned. PREREQUISITES: CS3010 or consent of instructor. 
CS3690  NETWORK SECURITY ( 4 – 2 ).

Addresses the concepts and technologies used to achieve confidentiality, integrity, authenticity and availability in a networked/internetworked environment. Topics include: fundamentals of TCP/IP, switching and routing, core network security principles, firewall types and methodology, packet-level traffic analysis, cryptographic protocols, virtual private networks, and public key infrastructures. PREQUISITES: CS3600 AND CS3502, or consent of the instructor.
CS3204  HUMAN COMPUTER INTERACTION ( 3 – 2 ). 

This course studies principles of human-computer interaction (HCI). The design of an interactive system is much different than that of a conventional, non-interactive one. An understanding of the users of the system and how best to design for their needs is of vital importance to the success of an application. In addition, an understanding of implementation issues and constraints is equally important. All interactive systems have constructional as well as behavioral components. The primary focus of the course is on a design project that takes students through an entire interactive design process; from problem statement and requirements definition through prototyping and implementation, evaluation, and field testing. Course material will survey the field of HCI including interaction techniques and styles, design methodologies, evaluation techniques, software development, and input/output devices. Students will learn how to approach problems from the user’s point of view, how to study usability issues, and how to incorporate the strengths and limitations of people into the design of interactive systems. PREREQUISITE: None.

CS3675  NETWORK VULNERABILITY ASSESSMENT ( 3 – 2 ).

Provides a basis for understanding vulnerabilities in networked systems by studying methods that: 1) obtain information about a remote network and 2)exploit or subvert systems residing on that network. Labs provide practical experience with current network attack and vulnerability assessment tools. Foot-printing, scanning, enumeration and escalation are addressed from the attacker's perspective. Scientific analysis and methodology are applied in the labs and final project. PREREQUISITE: 3600
CS4901  TECHNOLOGY, INNOVATION AND LEADERSHIP II ( 0 – 2 ).

This course supports the mission of teaching officers to be innovators and effective technical leaders. Topics include: basis in language-action philosophy, interpretations of innovation, interpretations of competence, the skills and practices of listening, practices of effective coordination, practices of effective project management and teamwork, dynamics of value production. Includes reading, practices, and a project.

 3rd Quarter (Spring) 

CS3670  INFORMATION ASSURANCE: SECURE MANAGEMENT OF SYSTEMS ( 3 – 2 ).

This course is intended to provide students with an understanding of management concerns associated with computer-based information systems. Students will examine the security concerns associated with managing a computer facility. The impact of configuration management on system security, the introduction of software that must be trusted with respect to computer policies, environmental considerations, and the problems associated with transitions to new systems and technology will be studied in the context of Federal government and especially DoD ADP systems. PREREQUISITE: CS3600.

CS3320  DATABASE SYSTEMS ( 3 – 1 ).

This course presents an up-to-date introduction to database systems including database system architectures, data models, query languages, and design of databases. PREREQUISITE: CS3901 or consent of instructor.

CS4600  SECURE COMPUTER SYSTEMS ( 3 – 2 ). 

The course covers implementation of protection for both monolithic and distributed secure computer systems. The importance of system architecture to assurance methodologies for security kernels will be emphasized. Topics will include the use of  protection hardware, the implementation of virtual machines through the effective use of memory management techniques including segmentation and paging, synchronization mechanisms, critical sections, software engineering methodologies as applied to the development of secure computer systems, and configuration management techniques. Critical topics in database security will be discussed. PREREQUISITES: CS3450, CS3502, CS3600

CS4677 COMPUTER FORENSICS ( 3 – 2 ).

This course is intended to provide students with an understanding of the fundamentals of computer forensics as it might be used in the context of DoN/DoD information assurance and information operations activities. Students will examine how information is stored in computer systems and how it may be deliberately hidden and subverted. The course will establish a sound foundation based upon methods for information extraction as used for evidential purposes. It will cover practical forensic examination and analysis. The course will also examine techniques of computer evidence recovery and the successful presentation of such evidence within legal contexts. Laboratory activities will introduce students to the use of common forensic tools, the principle of original integrity, disk examination, logging and preparation of evidence. PREREQUISITES: CS3010 or CS3030, CS3600 and CS3670, or the consent of the instructor.
 4th Quarter (Summer)

THESIS

SW3460 SOFTWARE METHODOLOGY ( 3 – 1 ).

The course is designed to teach students the basic concepts of software engineering and methods for requirements definition, design and testing of software. Specific topics include introduction to the software life cycle, basic concepts and principles of software engineering, object-oriented methods for requirements analysis, software design and development. PREREQUISITES: Ability to program in a high level language.

MV3202 COMPUTER GRAPHICS PROGRAMMING ( 3 – 2 ).

An introduction to the principles of the hardware and the software used in the production of computer generated images. The objective of the course is to instruct students in 3D graphics programming. Topics include graphics programming in a window environment, basic rendering and color, transformations, font rendering, selection, lighting and hidden surface elimination. The primary focus of the course is the design and implementation of a major project involving 3D graphics.

CS4605  SECURITY POLICIES, MODELS AND FORMAL METHODS ( 3 – 1 ). 

The course covers the methods used to specify, model, and verify computational systems providing access control. The identification of the security policy and its interpretation in terms of a technical policy for automated systems is covered. Informal and formal security policy models are discussed and several access-control models are explored including information-flow models, the Access Matrix Model, the Bell and LaPadula Model, nondeducibility, and noninterference policy expressed in terms of the entities on a computer is reviewed. Formal models and proof of their correctness provide the bridge between a written statement of security policy and the implementation of a particular secure system. Topics include access control, information flow, safety, verification. Verification methods will be discussed. PREREQUISITES: MA3025, CS3600, CS3651. 

 5th Quarter (Fall)
THESIS

CS4603  DATABASE SECURITY ( 3 – 1 ). 

This course covers the logical issues associated with database security. Policies for integrity and confidentiality of information will be reviewed in the context of database systems. Modeling of secure database systems will be covered along with implementation issues including atomicity, serialization, and view-based control. Releasability issues in secure database design will be addressed. Security in statistical databases will be addressed along with security approaches for object oriented databases. Novel approaches to the collection and use of audit databases will be addressed including intrusion detection. PREREQUISITES: CS3600, CS3320, CS3450. 

PROGRAM ELECTIVE 

CS4680  INTRODUCTION TO CERTIFICATION AND ACCREDITATION ( 3 – 0 ).

This course provides an in-depth instruction on the DoD/DoN security certification process. It provides an introduction to the Certification and Accreditation (C&A) process as applied to procurement and lifecycle management of DoD and federal government information systems, with a focus on the role of the Certifier. Topics include the principal C&A roles, functional components, and output documents of the C&A process. Also included is a comparison of the Government C&A process specifications currently in use (DITSCAP/NIACAP, FIPS, DCID 6/3) and the emerging effort aimed at producing a unified specification. PREREQUISITES: CS3600, CS3670 or consent of instructor. 
CS4685 SYSTEM CERTIFICATION CASE STUDIES ( 0 – 2 ).

In this course students will do 2 or 3 case studies of information systems that have been evaluated under the current DoD and/or Federal criteria in preparation for Accreditation to carry sensitive information. The students will study each system from concept through final System Certification and Accreditation. They will look at and evaluate such things as the security policies, system architecture, the system security architecture, design, implementation, deployment, management, evolution, assurances, etc. through available documentation and other evidence, to determine whether the systems were secure enough to handle the classified information at the appropriate levels of assurance. The case studies will be based on the information available about deployed systems. PREREQUISITES: CS4680. 

6th Quarter (Winter)
THESIS
THESIS

OS3307  MODELING PRACTICES FOR COMPUTING ( 4 – 1 ).

An applied course in modeling and understanding systems where randomness plays a significant role. Topics include basic probability and statistics, queueing models, Monte Carlo and discrete-event simulation, least squares curve fitting, and elements of statistical design of experiments. The focus will be on applications of these techniques in a computer science context. Prerequisite: Discrete Math, Intro Programming.

CS4605  SECURITY POLICIES, MODELS AND FORMAL METHODS ( 3 – 1 ). 

The course covers the methods used to specify, model, and verify computational systems providing access control. The identification of the security policy and its interpretation in terms of a technical policy for automated systems is covered. Informal and formal security policy models are discussed and several access-control models are explored including information-flow models, the Access Matrix Model, the Bell and LaPadula Model, nondeducibility, and noninterference policy expressed in terms of the entities on a computer is reviewed. Formal models and proof of their correctness provide the bridge between a written statement of security policy and the implementation of a particular secure system. Topics include access control, information flow, safety, verification. Verification methods will be discussed. PREREQUISITES: MA3025, CS3600, CS3651.

